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1. General Description

1.1. Introduction

This document provides detailed information regarding SecuRemote® KEELER lock, functionalities and
features, supported SR Portal and smartphone application.

1.2. Purpose

This document provides installation, configuration and operation information for the SecuRemote®
KEELER device using iOS devices and Android devices.

Note: The application will run on mobile devices that support Bluetooth Smart. The application will also
run on iOS 6 and Android OS version 4.3 onwards.

e iPhone 4S & onwards

e iPad 3rd Generation & onwards
e iPad Mini

e iPod 5th Generation & onwards

Supports smart phone for Android™ OS 4.3 and higher operating system version.

e Motorola®

e HTC®

e Samsung®

e Google™

e Dell®

e Android™ Tablet*

1.3. Scope

This document covers all information required for a user to operate the SR KEELER.
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2. Definition(s) and Abbreviation(s)

Abbreviation Definition
SR SecuRemote®
SR Device Device which used SecuRemote® Technology
App (app) Application
SR KEELER SecuRemote® KEELER device
Admin Administrator
LED Light Emitting Diode
SR Smart SecuRemote® Smart
UDI Portal UDI Portal (Online Server)
BT Bluetooth®
m sec Millisecond
Sec Seconds
Async Event Asynchronous Event

3. Reference(s)

Table 1 Definition(s) and Abbreviation(s)

Document # Title
Table 2 Reference(s)
UG003 Copyright® 2016 Delphian Systems, LLC Page 6 of 90
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4. Installation of SR Keeler

4.1. Tools Required

Refer to Keeler SecuRemote® enabled Mortise lock installation instructions for tooling requirements,

which has been received with the lock

4.2. Safety

Refer to Keeler SecuRemote® enabled Mortise lock installation instructions which has been received

with the lock

4.3. Install SR Keeler

Refer to Keeler SecuRemote® enabled Mortise lock installation instructions which has been received

with the lock

4.4. SR KEELER detail for different buttons and LED’s

e LED Indication:
o Blue LED - Blinks when smartphone is connected to SR KEELER

o Green LED - Glows as operation performed successfully
o Red LED - Glows as operation is failed
Note: For more detail refer Chapter # 21 LED Indication of SR Keeler.

UG003 Copyright® 2016 Delphian Systems, LLC Page 7 of 90
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5. Symbol Explanations for SR Keeler

®

The SR Smart App is performing an operation

Press this button to check the status of the selected device

The device is “Unlocked”

The device is “Locked”

Table 3 Symbol Explanation

uGoo03
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6. SR Keeler Overview

SR KEELER represents a new era of user-friendly security, control and convenience. It will provide many
smart features that are not possible with standard conventional door lock. Here is a list of key features
that are provided by the SR KEELER.

Operate SR KEELER using SR Smart application installed in iOS or Android devices. User can
operate it within radius of up to 80 feet from SR KEELER without obstacles in Local Mode.

User can operate device from remote location.

User can operate device by Keyfob within 40 feet range of SR Keeler.

Provide access to other users.

Notification alerts are triggered when you have forgot to lock the door and moved a mile away
from the SR Keeler location. (NOTE: Location based services must be enabled. Location needs to
be saved during setup)

Audit trail shows last 255 operations in smartphone with detail about each operation executed
by any user.

Configure user PIN so it prompts user to enter PIN every time user operates SR KEELER.

User can upgrade firmware from SR Smart app.

User can manage other user and device access settings from SecuRemote® Portal.

How it works

The SecuRemote® Smart app uses unique technology to transparently deliver powerful
communication, authentication and functionality. The communication process begins when the
primary User pairs his/her smartphone with a SecuRemote® device. The device will register the first
users as an “Administrator”.

The Administrator can add 10 users (total of 10 users including Administrator/Keyfob) from his/her
smartphone. Each user will receive a text Message with a link to download the App. Users can operate
device within range of 80 feet in Local Mode depends on obstacle and Remote Location also.

6.1. Local Mode

In this mode the communication between an SR Keeler and a Smartphone is direct (between the two

devices) using enable Bluetooth. Communication distance can be up to 80 feet depending on

communication obstructions or the product application. This mode also supports Administration (Users

are stored on the device itself), and Notification within Bluetooth range.

uGoo03
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6.2. Remote Mode

This mode offers all the previous benefits, but it also add the ability for an SR device to be connected to
SR online portal all the time, thus allowing a remote operation through SR online portal and event
monitoring even when a user’s Smartphone is not present. This mode requires the use of the SR Bridge
device. The SR Bridge comes in two form factors that enable Internet access. One version provides an
Ethernet port which can be connected to a router port. The other version operates over the Sprint
cellular network using a CDOMA modem. The SR Bridge setup and configuration are automatic.

UG003 Copyright® 2016 Delphian Systems, LLC Page 10 of 90
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7. Download SR Smart App for iOS

The SR Smart App will operate any SR devices. Upon selecting the SR device user wants to operate the
app will automatically display menu features and functionality for the selected device. The app is available
for download through the App Store on your Smartphone. Search for "SecuRemote" or "SR Smart" or
“SecuRemote® Smart” word. The user should always download the SR Smart App directly from your
smartphone’s store as this practice ensures future automatic app improvements/updates.

Note: Data Services must be turned on in Settings before accessing the App Store.
7.1. Download the SR Smart App through App Store

Click on “App Store” Icon to open app store. Refer Figure 1.
Search “securemote” keyword to find SecuRemote® Smart application. Refer Figure 2.

3. Click on “GET” it will prompt for an Apple ID and password to begin SR Smart application
download. Refer Figure 3.

Q. securemote [x] . securemote® smart 1 Result @

securemote®
r* SecuRemote®
b B Smart GET
securemote® smart g Belwith Products, LLC

123 9 space H © Q o
N Featured  Top Charts Explore Search Update:
Figure 1 Smart Phone Home Screen Figure 2 Search for SR Smart App Figure 3 App Store Search Screen

UG003 Copyright® 2016 Delphian Systems, LLC Page 11 of 90
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4. Clickon “INSTALL”, to startinstallation of SR Smart application. Refer Error! Reference source not f

ound..

5. By default, the “SR Smart” App icon will be placed in the first available spot on your home screen.

Refer Figure 5.

. securemote® smart 1 Result @

SecuRemote®

Smart INSTALL

Belwith Products, L

Tunes Stom  App Stom’ .5
L .

@

Featured Top Charts Explore Search

Figure 4 Installation Screen Figure 5 App lcon in Home Screen

uGoo03
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8. Download SR Smart App for Android

The SR Smart App will operate any SR devices. Upon selecting the SR device user wants to operate the
app will automatically display menu features and functionality for the selected device. The app is available
for download through the Google Play Store on your Smartphone. Search for "SecuRemote" or "SR Smart"
or “SecuRemote® Smart” word. The user should always download the SR Smart App directly from your
smartphone store as this practice ensures in future app will automatic require improvements/updates.

Note: Data Services must be turned on in Settings before accessing the App Store.
8.1. Download the SR Smart App through Play Store
1. Click on “Play Store” icon to download SR Smart App. Refer Figure 6.

2. Search “securemote” keyword to find SR Smart application. Refer Figure 7.
3. Click on “FREE” to begin SR Smart application download. Refer Figure 8.

‘ Widgets 1
| < securemote & & securemote 4
o=
D E G ™
A\ | L
. ' Apps  one |
3 MOVIES BOOKS
S Voice S Translator Optical S Memo ! lH
Reader
P
@ % {q (=] Gk SecuRemote® Smart
8 s Delphian Systems LLC.
4 - R ’ ook ek

SHealth  Story Album  Group Play - - Internet = New + Updated Games m

Select games, weekly updated FREE

SecuRemote Door Opener
Belwith Products, LLC
= ko

sl sl el ke : FREE

qw e r tyuli op m

BEEEERERE

“.Goagle

Hangouts

e

Play Play Movies = Play Music
Newsstand R

CCSE NG: Check Point Certified..
1T Z X ¢ v b nm <. Valerie Laveille, Sarvang Shah

= g

English(UK) ? e = s 3296,
Sym g% — . Q ¢ RS. 3,226.00

Figure 6 Smart phone Home Screen Figure 7 Search for SR Smart App Figure 8 App Store Search Screen
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4. Click on “INSTALL”, to start installation of SR application. Refer Figure 9.

5. By default, the “SR Smart” App icon is placed in the first available spot on your home screen.
Refer Figure 10.

& securemote 4
2 © C

AppS m Settings Skype Speedtest SR Smart
SecuRemote® Smart H m (oX0) b @
Delphian Systems LLC. o
% %k ok Story Album  TripAdvisor Video Vodafone

B INSTALLED = T

SecuRemote Door Opener : e :
Belwith Products, LLC Voice

Voice Searcl
k¥ Recorder .

Books m

CCSE NG: Check Point Certified..
Valerie Laveille, Sarvang Shah

~

RS. 3,226.00

Figure 9 Install SR Smart App Figure 10 Installation Completed
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9. Register and Operate SR Keeler

After successful installation of “SR Smart” app, SR Smart app icon will appear on smartphone home screen.
User can register SR device using “SCAN QR CODE” or “Enter SR # manually” options, after successful
activation user can pair and operate SR KEELER.

Note: Turn on data services and Bluetooth service before accessing the app store.

9.1. Register Devise using scan QR code

1. Click on the “SR Smart” app icon to launch the SR Smart app. “ADD SR DEVICE” screen will open.

Refer Figure 11.

2. Click on “SCAN QR CODE” option to add device, “Scan QR Code” will launch Camera to scan SR #
from user manual or interior part of SR KEELER. Refer Figure 12.
3. After QR Code is scanned successfully, SR Device information will fill automatically in “ADD SR
DEVICE” screen. Enter “SR Device Name” manually and click on “Create New Account” option.

Refer Figure 13.

Point the camen on ™a other side of youwr

©) Add SR Device Help phone st a OR Code < Back sl IRl

SERIAL #
ADD NEW SR DEVICE USING QR CODE

DOOR-33945445982
SCAN QR CODE

SECURITY TOKEN
If you are admin and adding device for first
time use this option. This will require QR Code. 5W73Z2T3NC
If you have no QR Code use below option.
ADD NEW SR DEVICE MANUALLY 57 DEVICE NAVE

Thomas Door
ENTER MANUALLY
This will require Serial # and Security Token. Create New Account
Please follow user manual.

Choose Existing Account
JOIN OTHER USER'S SR DEVICE
ENTER INVITE CODE
Cancel
This will require Invite Code. Please contact
Figure 11 Add SR Device Figure 12 Scan QR Code Figure 13 Add SR Device
UG003 Copyright® 2016 Delphian Systems, LLC Page 15 of 90
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4. Enter all mandatory information in “Create SR Account” screen and click on “Register SR Device”
option. Refer Figure 14.

5. Itwill display “Registering SR Device” activity message in “Create SR Account” screen. Refer Figure

15.

6. After device is registered on server it will redirect to app home screen and display toast message
like “Keeler is paired successfully, you can start operate it.” Refer Figure 16.

& Back Create SR Account

EMAIL ID

TYPE EMAIL ID HERE

PASSWORD

TYPE PASSWORD HERE

CONFIRM PASSWORD

TYPE CONFIRM PASSWORD HERE

Remember Me

USER ACCOUNT NAME

TYPE USER ACCOUNT NAME HERE

USER DEVICE NAME

TYPE USER DEVICE NAME HERE

Register SR Device

Help

Show

Show

Figure 14 Create SR Account

97%

Thomas Door

"w

Registering Thomas Door...

Settings

Figure 15Registering SR Device Figure 16 Home Screen

uGoo03
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9.2. Register Device Manually

1. Click on the “SR Smart” app icon to launch the SR Smart app. “ADD SR DEVICE” screen will open,
click on “Enter MANUALLY” option to add device manually. Refer Figure 17.

2. It will display “ADD SR DEVICE” screen. Refer Figure 18.

3. Enter all require SR Device information and click on “Create New Account” or “Choose Existing
Account” option to add SR Device information. Refer Figure 19.

Back Add SR Device Help < Back Add SR Device Help ( Back Add SR Device Help
ADD NEW SR DEVICE USING QR CODE SERIAL # SERIAL #
SCAN QR CODE TYPE SERIAL # HERE DOOR-33945445982
If you are admin and adding device for first time use this
option. This quire QR Code. If you have no QR SECURITY TOKEN SECURITY TOKEN
Code use below option
TYPE SECURITY TOKEN HERE SW73Z2T3NC
ADD NEW SR DEVICE MANUALLY
ENTER MANUALLY SR DEVICE NAME SR DEVICE NAME
This will require Serial # and Security Token. Please TYPE SR DEVICE NAME HERE TYPE SR DEVICE NAME HERE
follow user manua
JOIN OTHER USER'S SR DEVICE Create New Account Create New Account
ENTER INVITE CODE Choose Existing Account Choose Existing Account
This will require Invite Code. Please contact
administrator for Invite Code.
Figure 17 Add SR Device Figure 18 Add SR Device Figure 19 Add SR Device Detail

UG003 Copyright® 2016 Delphian Systems, LLC Page 17 of 90
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v oke

It will display “Create SR Account” screen. Refer Figure 20.

“Registering SR Device” activation message. Refer Figure 21.

Enter all require SR Account details and click on “Registering SR Device” option, it will appear

6. After device is registered on server it will redirect to app home screen and display toast message

like “Keeler Lock is paired successfully. You can start operate it now.” Refer Figure 22.

( Back

EMAIL ID

TYPE EMAIL ID HERE

PASSWORD

CONFIRM PASSWORD

Remember Me

USER ACCOUNT NAME

TYPE USER ACCOUNT NAME HERE

USER DEVICE NAME

TYPE USER DEVICE NAME HERE

Register SR Device

Create SR Account Help

TYPE PASSWORD HERE Show

TYPE CONFIRM PASSWORD HERE Show

Figure 20 Create SR Account

"

Registering Thomas Door...

Figure 21 Registering SR Device

97% T
Thomas Door

ired
perate it

Figure 22 Home Screen

uGoo03
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9.3. Choose Existing Account

1. Click on the “SR Smart” app icon to launch the SR Smart app. “ADD SR DEVICE” screen will open.

Refer Figure 23.

2. Click on “SCAN QR CODE” option to add device, “Scan QR Code” will launch Camera to scan SR #
from user manual or interior part of SR KEELER device. Refer Figure 24.

3. After QR Code is scanned successfully, SR Device information fills in automatically in “ADD SR
DEVICE” screen. Enter “SR Device Name” and click on “Choose Existing Account” option. Refer

Figure 25.

ADD NEW SR DEVICE USING QR CODE
SCAN QR CODE

If you are admin and adding device for first
time use this option. This will require QR Code.
If you have no QR Cede use below option.

ADD NEW SR DEVICE MANUALLY
ENTER MANUALLY

This will require Serial # and Security Token.
Please follow user manual.

JOIN OTHER USER'S SR DEVICE

ENTER INVITE CODE

Figure 23 Add SR Device

©) Add SR Device Help

This will require Invite Code. Please contact

Point the camen on Ta other side of your
phone ot a OR Code

Figure 24 Scan QR Code

< Back Add SR Device Help

SERIAL #

DOOR-33945445982

SECURITY TOKEN

S5W73Z2T3NC

SR DEVICE NAME

Thomas Door

Create New Account

Choose Existing Account

Figure 25 Add SR Device

uGoo03
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Searching device screen will be displayed. Refer Figure 26.

b

It will display “Administrator Details” screen. Fill detail and click on “Validate Details” option. Refer
Figure 27.
6. It will display “Validating Administrator” screen. Refer Figure 28.

Back  Administrator Details Help

EMAIL ID

thomas2@gmail.com

PASSWORD

I,

(A XXX LX) Show

N

"

Searching Thomas Door device... Forgot Password? Validating Administrator...

Remember Me C

Validate Details

Figure 26 Searching SR Device Screen Figure 27 Administrator Details Figure 28 Validation Screen

7. Existing Account screen will be displayed enter User Device Name and click on “Register SR
Device” option. Refer Figure 29.

8. Registering device screen will be displayed. Refer Figure 30.

9. Device home screen will display after pair with device. Refer Figure 31.

¢ Back Existing Accounts

01

Thomas Ddor

Accounts registered in thomas2@gmail.com,
please select the account that you would like to
manage.

Thomas v

UNLOCK
USER DEVICE NAME

Thomas iPhone Registering Thomas Door...

Register SR Device

Thomas Door is paired
successfully. You can operate it
now

Figure 29 Existing Account Figure 30 Registering Screen Figure 31 Home Screen
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10. Operate SR Keeler using SR Smart App

1. Device Home Screen when device is not connected. Refer Error! Reference source not found.
2. Click on the “Lock” button to lock the Door, it will display toast message like “Door is Locked”.

Refer Figure 33.
3. Click on the “Unlock” button to unlock the Door, it will display toast message “Door is Unlocked”.

Refer Figure 34
97% 97%

SR Smart - V 01.03.01 SR Smart - V 01.03.01

Thomas Door Thomas Door

UNLOCK UNLOCK UNLOCK

Thomas Door is Locked Thomas Door is Unlocked

1

Settings Devices Settings Devices |

Settings Devices | Users

Figure 32 Home Screen Figure 33 Locked message Figure 34 Unlocked Message
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11. Check Status of SR Keeler

1. Ifthe door is Unlocked, then “Unlocked” will be indicated Green Color in Status. Refer Figure 35.
2. Ifthe door is locked, then “Locked” will be indicated Red Color in Status. Refer Figure 36.

SR o S LockeD
Thomas Door Thomas Door ‘

UNLOCK UNLOCK

By N

Settings Devices Users Settings Devices Users

Figure 35 Unlocked Status Figure 36 Locked Status
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12. Setting Management

Admin user can set any SR KEELER parameter using this option. Go in “SR Device Settings” from “Settings”
option to change settings.

12.1. SR Device Settings

1. Click on “Settings” from Home screen and click on “SR Device Settings” option. Refer
Figure 37.

2. Itwill display “Administrator Details” screen, enter “email id” and “password” of your SR account.
Refer Figure 38.

3. It will display “SR Device Settings” screen. Refer Figure 39.

Back Settings Back  Administrator Details Help <Back SR Device Settings

TYRILIE Battery Alkaline 97% [ 0
E] SR Device Settings o>

thomas@gmail.com
Auto Lock Timer 2 Seconds 0

SR Smart App Settings 0> GRS
TYPE PASSWORD HERE Show LAN Scan Timer 15 Minutes 0
Audit Trail 16D

m Delete SR Device 0 Remember Me

Forgot Password?

Login 0 Validate Details
n About SR Device 0)

Figure 37 Settings Screen Figure 38 Admin Validation Figure 39 SR Device Settings

Note: After changing all the settings, click on “Save” option to change settings.
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12.1.1. Battery

1. Click on “Settings” from Home screen and the current “Battery” status of SR Keeler device
will be displayed in first option of “SR Device Settings” screen. Refer Figure 40.

{ Back SR Device Settings

Battery Alkaline 97% [ 0
Auto Lock Timer 2 Seconds 0
LAN Scan Timer 15 Minutes 0

Figure 40 Battery Information
Note: “Lan Scan Timer” option will display when device added in SR bridge.

12.1.2. Auto Lock Timer

1. Click on “Auto Lock Timer” from “SR Device Setting” screen. Refer Figure 41.
Select desired time to auto lock SR Keeler device. Refer Figure 42.
Click on “SAVE” option, it will display toast message “SR Device Settings is changed

successfully”. Refer Figure 43.

¢ Back SR Device Settings < Back Auto Lock Timer ¢ Back SR Device Settings

Battery Alkaline 97% [h 0 2 Seconds Battery  Alkaline 97% [ 0
10 Seconds v
30 Seconds

Auto Lock Timer 2 Seconds o Auto Lock Timer 10 Seconds 0
60 Seconds

LAN Scan Timer 15 Minutes 0 LAN Scan Timer 15 Minutes 0

Thomas Door Settings are
changed successfully

Figure 41 SR Device Settings Figure 42 Auto Lock Timer Figure 43 Confirmation Message
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12.1.3. LAN Scan Timer

This option allows user to specify the local area network scan interval time. SR Device will stop its
scanning within Protocol layer/Master Device after this much of time and will go in sleep mode. This
feature will help to increase battery life of your SR device by avoiding needless scanning.

1. Click on “LAN Scan Timer” screen from “SR Device Settings”. Refer Figure 44.
. Choose time “LAN scan time” from given time option. Refer Figure 45.
3. Click on “SAVE” option and it will display toast message like “SR Device Settings is changed

successfully”. Refer Figure 46.

{ Back SR Device Settings ¢ Back  LAN Scan Timer ¢ Back SR Device Settings

Battery Alkaline 97% [ 0 Battery Alkaline 97% [ 0
15 Minutes

Auto Lock Timer 2 Seconds 0 30 Minutes v Auto Lock Timer 10 Seconds 0
45 Minutes

LAN Scan Timer 15 Minutes 0 LAN Scan Timer 30 Minutes 0
60 Minutes

Thomas Door Settings are

changed successfully

———

Figure 45 LAN Scan Timer Figure 46 Confirmation Message

Figure 44 SR Device Settings
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12.2. SR Smart App Settings

12.2.1. SR Device Name

1. Click on “SR Device Name” from “SR Smart App Settings” option. Refer Error! Reference s

ource not found..

2. Enter the desired device name and click on “SAVE” option. Refer Figure 48.
3. It will redirect to “SR Smart App Settings” screen. Refer Figure 49.

Back Settings

) SR Device Settings (i
SR Smart App Settings ()
v @)
Delete SR Device (] ]
®

(i )

ﬂ About SR Device

< Back SR Smart App Settings

SR Device Name 0)
m Set Location o>

[=] notiication oK
User PIN (7 )
Set User PIN (i )
sound Notification () @)

Sound Details >

< Back SR Device Name

DEVICE NAME.

Thomas Door

Changing SR Device Alias name will not be reflected on
Server. It will be change in your application only.

23 @& 0 space

Save

return

Figure 47 Settings Screen

Figure 48 SR Smart App Settings Screen

Figure 49 SR Device Name
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12.2.2. Set Location

This feature is used to set the Current Location of your SR KEELER, which is necessary to enable
“Notification” feature of SR KEELER.

1. Click on “Set Location” option and make sure your smartphone is at a location closest to the SR
KEELER. Refer Figure 50.

2. It will pop up one message to ensure that you are at the SR Device location. Refer Figure 51.

3. SetLocation Message will pop up with “cancel” and “Set Location” options, click on “Set Location”.
Refer Figure 52.

Back Settings

SR Device Settings 0)

SR Smart App Settings o>

Set Location Update Location
Ensure your smartphone is at a Location already set. Click "Set
. ’ location nearest to the Thomas Door Location" to set new location
Audit Trall 1 0}
OK Cancel Set Location

Delete SR Device ﬁ

i

About SR Device o>

Figure 50 SR Device Settings Figure 51 Location Setting Screen Figure 52 Set Location Message
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It will display “fetching current location” message. Refer Figure 53.

It will display “Device Location is set successfully. Region monitoring is enabled” message with
“OK” Button. Refer Figure 54.

Set Location

Thomas Door Location is set
successfully. Region monitoring is

"

enabled
Fetching Current Location...

OK

Figure 53 Location Setting Message Figure 54 Set Location message

12.2.3. Notification

Notification alert will be triggered if you forgot to close the door and are greater than 1 mile away from
the door location. This will be accomplished using your smartphone's Location Services.
1. Click on SR Smart App Settings it will display SR Smart App Settings screen. Refer Figure 55.

2.

Enable/Disable “Notification” by using toggle button. Refer Figure 56

3. Notification message will display in smartphone notification screen. Refer Figure 57.

Back

Settings < Back SR Smart App Settings
SR Device Name 0)
SR Device Settings 0) Tuesday, 9 June
m Set Location 0)

*] SH Smant
a 1o

SR Smart App Settings 0>

Q Notification D o
Audit Trail 1 €) User PIN . O

Delete SR Device o Set User PIN 0)
Sound Notification o 0
Login o
Sound Details >

About SR Device 0)

Figure 55 Settings Screen Figure 56 SR Smart App Settings Screen Figure 57 Notification

uGoo03
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12.2.4. User PIN

Configure user PIN so it prompts user to enter PIN every time user operates SR KEELER.
This feature is used to Enable/Disable User Pin.

1. Click on SR Smart App Settings it will display SR Smart App Settings screen. Refer
Figure 58.

2. Enable/Disable “User PIN” by using toggle button. Refer Figure 59.

Back Settings < Back SR Smart App Settings

SR Device Name o>
[g SR Device Settings 0) a o)
Set Location

SR Smart App Settings () B votteaion of
Audit Trail 1 @) User PIN (7 )
Delete SR Device (] ) 52 Set User PIN (i )3
o PS sounaowreston @) €

Sound Details >
ﬂ About SR Device (] )

Figure 58 Settings Screen Figure 59 SR Device Settings

UG003 Copyright® 2016 Delphian Systems, LLC Page 29 of 90



http://www.delphiansystems.com/

‘DELPHIAN ”

SYSTEMS

/\ ]
SECUREMOTE
SMART \/

12.2.5. Set User PIN

This option allows the user to change the User PIN. The User PIN is a minimum of four alphanumeric
characters and provides additional security. If enabled, the User PIN must be entered every time when

user initiates the lock or unlock operation.
1. Click on “Set User PIN” from SR Smart App Settings screen. Refer Figure 60.
2. It will prompt existing “User PIN”; enter default “1234” as User PIN. Refer Figure 61.
3. User PIN screen will display. Refer Figure 62.

< Back SR Smart App Settings

EA sr pevice Name (i )
(=) set Location (| )
2] notirication O (j ]
g User PIN C 0
Set User PIN o>
Sound Notification O 0

Sound Details >

Back User PIN

Enter User PIN.

Default User PIN: 1234. Change the default to
your own secure PIN

122
-
o | S|

0 &

< Back User PIN

Default User PIN: 1234. Change the default to
your own secure PIN (minimum 4 and maximum
10 numeric digit) IMPORTANT SECURITY
WARNING FOR THE USER: Mobile requires
User PIN whenever you lack or unlock.

-
o | - | &
. S 2

0 @

Figure 60 SR Smart App Settings Screen

Figure 61 User PIN

Figure 62 Set New User PIN

4. Enter “New PIN”, “Confirm New PIN” and click on “Save” button. Refer Figure 63.
5. It will display “User PIN changed successfully” message. Refer Figure 64.

< Back User PIN

Save

Default User PIN: 1234. Change the default to
your own secure PIN (minimum 4 and maximum
10 numeric digit) IMPORTANT SECURITY
WARNING FOR THE USER: Mobile requires
User PIN whenever you lock or unlock.

12 ] 3
a | 2| &
2 82

0 &

Figure 63 Set New User PIN

Confirmation

User PIN changed successfully

OK

Figure 64 Success Message
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Note: In order to change User PIN, user must know current User PIN. Default User Pin is “1234”. User PIN

is stored to smartphone so each user can set any User PIN. If the user forgets the User Pin, user needs to
reinstall the SecuRemote® Smart Application.

12.2.6. Sound Notification

The SecuRemote® Smart Application plays different sounds upon Connecting, Disconnecting and any
failure event. User can enable/disable this setting.

1. Click on SR Smart App Settings it will display SR Smart App Settings screen. Refer Figure 59.
2. Enable/Disable “Sound Notification” by using toggle button.

< Back SR Smart App Settings

SR Device Name 0)

m Set Location 0>
Q Notification U 0
N user PIN 0

Set User PIN 0)
Sound Notification L/ 0

Sound Details >

Figure 65 SR Smart App Settings
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12.2.7. Sound Details

The SecuRemote® Smart Application plays different sounds upon Connecting, Disconnecting and any
failure event. The App plays sounds for different operations like lock, unlock etc.

This is listing of various sounds played by application while performing different operations. You can
click on each sound and check which sounds to be played.

£ Back Sound Details

On Connect

On Failure

On Disconnect

On Pair

On Lock

On Unlock

On Low Battery

On Deadbolt Jammed

Figure 66 Sound Details
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12.3. Audit Trail

This option records and displays the last 255 operations performed.

Each entry has following details:

¢ Time, Date and Day
e Type
e Status
e User Name
Click on “Audit Trail” option from “Settings”. Refer Figure 67.
All the local mode operation will display in “Audit Trail” screen. Refer Figure 68.
Back Settings £ Back Audit Trail
Thomas Door Unlock
Tue May 26 2015, 1:01 pm Success
@ SR Device Settings 0> Thomas Door Lock
Tue May 26 2015, 1:01 pm Success
~ X Thomas Door Unlock
Q’ SR Smart App Settlngs 0> Tue May 26 2015, 1:01 pm Success
Thomas Door Lock
Audit Trail 1 o> Tue May 26 2015, 1:01 pm Success
Thomas Door Unlock
Tue May 26 2015, 1:00 pm Success
Delete SR Device
0 Thomas Door ock
Tue May 26 2015, 1:00 pm
Login 0 Thomas Door Un
Tue May 26 2015, 1:00 pm Success
. Thomas Door Lock
ﬂ About SR Device 0> Tue May 26 2015, 1:00 pm Success
Figure 67 Settings Screen Figure 68 Audit Trail Screen
Note: For operations performed via the Smart Button or Keyfob, the Time, Date and Day will not
be available. “Keyfob” will display as User name.
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12.4. Login

This option is used for user to login once for their SR account. SR Smart App will not ask admin details

again if user has enabled “Remember Me” option. User also can log out using this option. This button

will be converted to “Logout” option once user is logged in once.

1.

Refer Figure 63 for Login.

2. Refer Figure 64 for Logout.

Back Settings

SR Device Settings

<

SR Smart App Settings

Audit Trail

Delete SR Device

>

Login

~-JC

About SR Device

(i )
(i )
i
il
@
(i )

Figure 69 Login Screen

Back

~ I G I >< It e

Settings

SR Device Settings o>
SR Smart App Settings o>

Audit Trail 2 €

Delete SR Device o

Logout 0

About SR Device o>

Figure 70 Logout Screen
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12.5. About SR Device

It provides details on Serial Number, Manufacturer’s Name, Model Number, Hardware Version and
Software Version of the SR KEELER.

1. Click on “Settings” from Home screen and click on “About SR Device”. Refer Figure 64.

2. It will open “About SR Device” Screen with SR KEELER details. Refer Figure 65.

Back Settings ¢ Back  About SR Device Help
Model SRD236

[g SR Device Settings 0)
Hardware Revision 01.01.03

@ SR Smart App Settings o> Software Revision

BLE/Bluetooth 04.01.04

Audit Trail 16))
Bootloader 02.01.02
Delete SR Device 0 Softdevice 0x0065
Build Version 0x3235

Login 0
About SR Device 0)

Figure 71 Settings Screen Figure 72 About SR Device

G|

Firmware Upgrade
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12.6. Firmware Upgrade

Using this feature user can upgrade Firmware from SR Smart App over the air (OTA).
1. Click on “Settings” from Home screen and click on “About SR Device” option. Refer Figure 73.
2. It will display “Firmware Upgrade is in progress...” Refer Figure 74.

3. New firmware available message will display, click on “Yes” to upgrade the new firmware. Refer
75.

¢{ Back  About SR Device Help

Model SRD236

Hardware Revision 01.01.03

Firmware Upgrade

A New Firmware Version is found. Do
you want to upgrade to the New

Software Revision

BLE/Bluetooth 04.01.04 > Version?
Current Version : 04.01.04
Bootloader 02.01.02 Fetching firmware files... New Version : 04.01.05
Softdevice 0x0065 No Yes
Build Version 0x3235

Firmware Upgrade

Figure 73 About SR Device Screen Figure 74 Admin Validation Screen  Figure 75 Firmware Upgrade Message

4. It will search SR Device for firmware update. Refer Figure 76.
5. After getting searched, SR Device is ready to upload new firmware. Refer Figure 78.
6. It will automatically start firmware upgrade. Refer Figure 79.

Cancel Firmware Upload Cancel Firmware Upload Cancel Firmware Upload
3 Searching SR Device. Please wait... SR Device is ready to upload Uploading Application...
APPLICATION APPLICATION APPLICATION
File Name : File Name : KEELER3_0_App_BLE_03_01_01.zip File Name : KEELER3 0_App BLE 03 01 01.zip
Size : Size : 54082 bytes Size : 54082 bytes
Type : Type : Application Type : Application
PROGRESS PROGRESS PROGRESS
- % -% = 3%
Figure 76 Search SR Device Figure 77 SR Device Ready to upload  Figure 78 Firmware Upgrade in Progress
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7. Wait for Complete 100% progress bar. Refer Figure 79.

8. Firmware “Finished upload” message will be displayed with “OK” button. Refer Figure 80.
Cancel Firmware Upload
Uploading Application...
File Name : KEELER3 0_App_BLE 0301 01.zip
Size : 54082 bytes
L RcE e Eplicaticn Confirmation
Firmware Upgrade is completed
successfully
87 %
OK
Figure 79 Uploading Firmware Figure 80 Finished Upload Message
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13. Device Management

The user can click on “Devices” option from SR Smart App Home Screen to display, add, delete, rename
or check status of all installed SR KEELER controlled by this i0OS/Android device.

13.1. Add Device
To add new SR device user can use this option.
1. Select Devices option from Home Screen. Refer Figure 81.
2. Click on Add SR Device to add new device. Refer Figure 82.
3. In Add SR Device user can add device using available options. Refer Figure 83.

No SIM = 5:11 PM 7 % 28%M > Back Add SR Device Help
. —
Back Devices —
ADD NEW SR DEVICE USING QR CODE
SR KEELER LIST _‘. SCAN QR CODE
Add SR Device
[g Thomas D If you are admin and adding device for first time use this
. . option. This will require QR Code. If you have no QR
I"@ Create Group Code use below option.
ADD NEW SR DEVICE MANUALLY
) status A
ENTER MANUALLY

UNLOCK
This will require Serial # and Security Token. Please
follow user manual.

JOIN OTHER USER'S SR DEVICE
ENTER INVITE CODE

This will require Invite Code. Please contact
administrator for Invite Code.

T f T

Settings Devices Users

Figure 81 Home Screen Figure 82 Device Screen Figure 83 Add Device Screen
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13.2. Create Group

User can manage group, Rename Group and Delete Group from Devices screen.

1. Click on Devices option from home screen and devices screen will be displayed. Refer Figure 84.

2. Tap on menu icon from Devices screen and Tap on “Create Group” option. Refer Figure 85.
3. Create Group screen will be displayed. Refer Figure 86.

Back Devices

SR RAS LIST

Child Door

SR KEELER LIST

Office Door
Devid Door
m Thomas Door

SR GARAGE RE LIST

m Smart GDO

SRLITLIST

Smart LIT

© 000 O

Back Devices E

#

SR RAS LIST

Ghild Door] 8 Add SR Device

L]
l@ Create Group
SR KEELER LIST

m Office Dool ) status A

Devid Door o
Thomas Door o

SR GARAGE RE LIST

Smart GDO o

SR LIT LIST

Smart LIT

¢ Back Create Group

122 @ 0 space return

Figure 84 Device Screen

4. Enter Group Name and click on “Next” option. Refer Figure 87.
5. Itwill display “Add Device” screen with list of device. Select device which you want to add in group

Figure 85 Device Screen

and click on “Done” option. Refer Figure 88.
6. Devices screen will be displayed with created group list. Refer Figure 89.

Figure 86 Create Group Screen

£ Back Create Group Next

Home Group

123 & ¢ space return

Add Device Done

Select Al .

( Back

SR DEVICE LIST

Child Door
[A office Door
Smart LIT
@ smartcoo
Devid Door
Thomas Door

OOOOO0G I

Back Devices
SR GROUP LIST

fi;} Home Group (3)

SR KEELER LIST

Office Door
Devid Door

SR LIT LIST

E] Smart LIT

©0

Figure 87 Create Group Screen

Figure 88 Add Device Screen

Figure 89 Devices Screen
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13.3. Manage Group

Tap on the group name from devices screen. Refer Figure 90.

All the Devices will be display which was added in group and tap on menu icon from group
screen. Refer Figure 91.

3. Tap on Manage Group option from device group name. Refer Figure 92.

Back Devices —
SR GROUP LIST

i@ Home Group (3)

SR KEELER LIST

o
@
<
g
o
151
<]

SRLIT LIST

E] Smart LIT

< Back Home Group =

SR RAS LIST

Child Door (3 )

SR KEELER LIST

Thomas Door o

SR GARAGE RE LIST

Smart GDO o

< Back Home Group

#
Child Door i@ Manage Group

SR RAS LIST

. 0
['@ Rename Group
SR KEELER LIST

oo
m Thomas Dd fé Delete Group

B Status All
SR GARAGE RE LIST

m Smart GDO 0

Figure 90 Device Screen

Figure 91 Group Screen

Figure 92 Group Screen

4. It will display “Add Device” screen with list of device was added in group. Refer Figure 93.
5. Select device which you want to add in group and click on “Done” option. Refer Figure 94.
6. New devices list will be displayed under Group and do back. Refer Figure 95.

{ Back Add Device Done

Select Al .

SR DEVICE LIST

A

Child Door
Office Door
Smart LIT
Smart GDO

Devid Door

OOLO0O I

EEEEEE
EEEEEE

Thomas Door

< Back Add Device Done

Select All .

SR DEVICE LIST

Child Door
Office Door
Smart LIT
Smart GDO

Devid Door

OOOO0O0 I

Thomas Door

< Back

Home Group

SR KEELER LIST

Devid Door
Thomas Door

SR GARAGE RE LIST

Smart GDO e

©0

Figure 93 Add Device Screen

Figure 94 Add Device Screen

Figure 95 Group Screen
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13.4. Rename Group

Tap on the group name from devices screen. Refer Figure 96.
All the Devices will be displayed which was added in group and tap on menu icon from group
screen. Refer Figure 97.

3. Tap on Rename Group option from device group name. Refer Figure 98.

Back Devices E < Back Home Group E ( Back Home Group E
SR GROUP LIST SR RAS LIST SR RAS LIST ——r,
I.l
i@ Home Group (3) Child Door e Child Door '@ Manage Group
f@ Rename Group
SR KEELER LIST SR KEELER LIST
SR KEELER LIST 2oR Dolote G
Thomas Door o m Thomas D( 'é elete Laroup

E B Status All
. SR GARAGE RE LIST SR GARAGE RE LIST
@ Devid Door o
Smart GDO (8] ) smartaoo (3]

SRLIT LIST

m Smart LIT

Figure 96 Device Screen Figure 97 Home Group Screen Figure 98 Home Group Screen

4. It will display “Rename Group” screen. Refer Figure 99.
5. Type the name you want to rename and click on “Done” option. Refer Figure 100.
6. All devices will be displayed under new group name. Refer Figure 101.

¢ Back  Rename Group < Back Rename Group Done { Back My Home Group =

SR KEELER LIST
Home Group My Home Group|

O
@ Thomas Door o

SR GARAGE RE LIST
Smart GDO o

122 & 0 space return 123 @ ¢ space return

Figure 99 Rename Group Screen Figure 100 Rename Group Screen Figure 101 Home Group Screen
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13.5. Delete Group

Tap on the group name from devices screen. Refer Figure 102.

All the Devices will be display which was added in group and tap on menu icon from group

screen. Refer Figure 103.

3. Tap on Delete Group option from device group name. Refer Figure 104.

< Back Home Group E

Back Devices E ( Back Home Group E
SR GROUP LIST SR RAS LIST

. o f

l@ Home Group (3) m Child Door @

SR KEELER LIST

E Thomas Door

O
SR GARAGE RE LIST
Devid Door
[g e Smart GDO @

SR KEELER LIST

SR LIT LIST

@ Smart LIT

SRRASLIST #

. 0
Child Door | Tk& Manage Group

. 0
r'@ Rename Group
SR KEELER LIST

e o
Thomas Dd r‘é Delete Group

Status All
SR GARAGE RE LIST

[g Smart GDO (3]

Figure 102 Devices Screen Figure 103 Home Group Screen

4. It will display Alert message “Do you want to delete group My Home Group? With Yes and No”

option. Tap on “Yes” from alert message. Refer Figure 105.
5. It will display “Devices” screen with all the SR Device. Refer Fi

Figure 104 Home Group Screen

gure 106.

SR RAS LIST

@ Child Door

SR KEELER LIST

Alert Office Door

Do you want to delete group My Home

Group? E,;l Devid Door

SR GARAGE RE LIST

SR LIT LIST

Smart LIT

Back Devices

Smart GDO

© 000 O

Figure 105 Confirmation Message Figure 106

Device Screen
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13.6. Status All

1. Tap on the group name from devices screen. Refer Figure 107.

2. Allthe Devices will be display which was added in group and tap on menu icon from group screen.
Refer Figure 108.

3. Tap on “Status ALL” option. Refer Figure 109.

Back Devices = € Back Home Group = < Back Home Group =
SR GROUP LIST SR KEELER LIST SR KEELER LIST l_‘
C.l
i@ Home Group (3) @ Devid Door e m Devid Doo '@ Manage Group
..l
Rename Grou
@ Thomas Door e m Thomas Dd l@ P

SR KEELER LIST

. 0
'.6 Delete Group
SR GARAGE RE LIST SR GARAGE RE LIST

| [
m Devid Door o Smart GDO e m Smart GDQ ﬂ Status Al

SRLIT LIST

m Smart LIT

Figure 107 Device Screen Figure 108 Home Group Screen Figure 109 Home Group Screen

4. It will start to take status of all devices. Refer Figure 110.
5. All the operable device status will be displayed. Refer Figure 111.

€ Back Home Group = < Back Home Group —

SR KEELER LIST SR KEELER LIST

Devid Door ® m Devid Door
Thomas Door @ [g Thomas Door

SR GARAGE RE LIST SR GARAGE RE LIST

Smart GDO ® @ Smart GDO @

Figure 110 Status All in Progress Figure 111 Device Status Screen
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13.7. Rename Devices

In this option use can change SR Device name.

1. From Home Screen select existing name of the device. Refer Figure 112.

2. It will redirect to SR Device Name screen and provide new name. Refer Figure 113.
3. Click on “Save” button and it will change new name. Refer Figure 114.

Back SR Device Name Save

S

Thorh

SR DEVICE NAME:

Thomas Door

Changing SR Device Alias name will not be
reflected on Server. It will be change in your

UNLOCK application only. UNLOCK

Your SR Device alias name is
changed to Thomas Door

' : 123 @ § space return

Settings Devices Users Settings Devices

Figure 112 Home Screen Figure 113 SR Device Name Screen Figure 114 Name Changed Screen
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13.8. Delete Device

The Admin user only can delete any SR KEELER Device by clicking on “Delete SR Device” option from
“Settings” screen. Click on “Delete SR Device” button to delete that device. Confirm the action by clicking
on Yes to complete the process:

1. Click on Settings from home screen. Refer Figure 115.

2. Click on Delete SR Device. Refer Figure 116.

3. It will ask user to enter Administrator Details. Refer Figure 117.

Back Settings Back  Administrator Details  Help

SR Device Settings o> EMAIL ID

thomas@gmail.com

SR Smart App Settings o> o

TYPE PASSWORD HERE Show
Audit Trail 1€) ’

Forgot Password?

UNLOCK

Delete SR Devi
elete SR Device o Remember Me .
Login 0 Validate Details
n About SR Device 0)
Settings Devices Users
Figure 115 Home screen Figure 116 Settings Screen Figure 117 Administrator Details
Enter Proper Details and click on Validate Details screen. Refer Figure 118.
5. It shows Removing SR Device. Refer Figure 119.
6. After Removing SR Device, it will redirect to Add SR Device Screen. Refer Figure 120.
Back Add SR Device Help

ADD NEW SR DEVICE USING QR CODE

SCAN QR CODE

If you are admin and adding device for first time use this
option. This will require QR Code. If you have no QR
Code use below option.

ADD MNEW SR DEVICE MANUALLY
Deleting Thomas Door

Are you sure you want to delete

Th D 5 This will require Serial # and Security Token. Please
omas Door? follow user manual.

ENTER MANUALLY

Deleting Thomas Door...

JOIN OTHER USER'S SR DEVICE
ENTER INVITE CODE

This will require Invite Code. Please contact
administrator for Invite Code.

Figure 118 Confirmation Message Figure 119 Removing Device Screen Figure 120 Add SR Device Screen
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13.9. Status All

This option lets user retrieve the current status of all connected SR Devices managed by this application.

1. Click on Devices Screen. Refer Figure 121.
2. Click on Status All. Refer Figure 122.
3. It will show status of all devices. Refer Figure 123.

Back Devices

SR RAS LIST

Tom's Door 0

SR KEELER LIST

Thomas Door o

SR BRIDGE LIST

Bridge

Back Devices E

SR RAS LIST

m Tom's Do I Add SR Device

ié Create Group

SR KEELER LIST

Thomas b ) status i

SR BRIDGE LIST

Bridge

Back Devices E

SR RAS LIST

Tom's Door @

SR KEELER LIST

m Thomas Door ®

SR BRIDGE LIST

Bridge

Figure 121 Devices Screen

Figure 122 Status All Option

4. It will show status of all devices. Refer Figure 124.

Back Devices

SR RAS LIST

Tom's Door @

SR KEELER LIST

m Thomas Door @

SR BRIDGE LIST

E] Bridge

Figure 124 Status All Screen

Figure 123 Device Screen
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13.10. Switching Between Devices

The SR Smart® app is capable of managing and controlling multiple devices. To switch between your SR
KEELER and other SR devices, go to the “Devices” menu at the bottom of the SecuRemote® App home
screen. All managed SR Devices will be displayed, and you can select which SR Devices they want to
operate.

Example: The user has two SR devices, “Thomas Door” (Keeler) and the “RAS” device. To operate the
“Thomas Door,” the user selects that name from the listed devices. The selected SR KEELER’s Home
screen will appear on the home screen of the SR Smart® app.

1. Click on “Devices” from Home screen. Refer Figure 125.
Select Device from “Devices” screen. Refer Figure 126.

3. It will display selected device in “Home” screen and confirmation message will display. Refer
Figure 127.

B 68% Back Devices 97%
t-V 01.03.01 V 01.03.01

Tom's Door SR RAS LIST Thomas Door

Tom's Door @

SR KEELER LIST

Thomas Door @

SR BRIDGE LIST

Bridge

UNLOCK UNLOCK

LOCK

Settings Devices Users Help

Figure 125 Home Screen Figure 126 Devices Screen Figure 127 Change Home Screen

You have selected Thomas Door
as your default SR Device

Settings Devices Help
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14. Users management

User List provides the following functionality for each selected user:
. Add/Delete users
o Send SMS and Email to a User
This option allows the admin to invite, delete user. Access to this option is protected through the Admin
Credential.
Once invited, the Admin can share the Invite Code with the new user through: Email or SMS

Email This option will have sent email with new invite code using email address provided for the
new user. The new user then enters this Code and serial number of the SR KEELER when
this new user installs and launches the SR Smart Bluetooth Application and tries to pair
with the SR KEELER device.

SMS This option will have sent SMS with new invite code using phone number provided for the
new user. The new user then enters this Code and serial number of the SR KEELER when
this new user installs and launches the SR Smart Bluetooth Application and tries to pair
with the SR KEELER device.

Table 4

14.1. Add User from Contact Book

The Admin can invite other users by clicking > ‘Invite User’ on the Users screen. Choose the invitee from
the Contacts list, or enter the invitee’s name, email address, and mobile number. Next, choose the
access type. Finally, click “Get Invite Code” to generate the invitee’s access code.

1. Click on “Users” from Home Screen. Refer Figure 128.

2. It will display “User Devices” Screen, now click on “Invite User”. Refer Figure 129.

3. It will display “Administrator Details” Screen for user validation. Refer Figure 130.

97% Back User Device Back  Administrator Details Help
SR Smart - V 01.03.01

Thomas Door

EMAIL ID
Invite User Device

thomas@gmail.com
Add Keyfob

Add user or keyfob to your SR device. PASSWORD

TYPE PASSWORD HERE Show

UNLOCK
Thomas iPhone

x Forgot Password?
Select user from the list.

Remember Me

LOCK

Settings Devices | Users Help

Figure 128 Home Screen Figure 129 User Devices Figure 130 Admin Validation

Validate Details
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4. Enter Administrator details and click on “Validate Details”. Refer Figure 131.

5. It will display “Invite Users” screen with an option to select from Contacts and Field to enter user
name. It also displays options to send User alert via email or SMS for the selected user. Click on
“Select from contacts”. Refer Figure 132. You can directly enter name as per your choice as well.

6. Phone Contact list will appear. Select any contact from phone book. Refer Figure 133.

-~

Validating Administrator...

Figure 131 Admin Validation Message

¢ Back Invite User Device

Adding a user to your account is easy. Simply enter their
name below and press the button to request a unique invite
code. Additionally, you can send this code to them via e-mail
and/or SMS.

Select from Contacts

OR

User name :

D Send invite code via e-mail

D Send invite code via text message (SMS)

Get Invite Code

Groups

Aaron
Abel
Adeil
Allan
Allen
andrew

Aric

Contacts Cancel

Q, Search

HNexe<s—SeTDeveZesXes—sDemen e

Figure 132 Invite User Screen

Figure 133 Phone Contact Book

7. It will display selected contact from the contact list. Click on contact number. Refer Figure 134.

8. It will display “Invite User” screen with option to send User alert via email or SMS. Refer Figure

135.

9. Click on Check boxes and fill mandatory information then click on “Get Invite Code”. Refer Figure

136.

< All Contacts

Ron

mobile
98-79-405318

Send Message
Share Contact

Add to Favourites

¢ Back Invite User Device

Adding a user to your account is easy. Simply enter their
name below and press the button to request a unique invite
code. Additionally, you can send this code to them via e-mail

and/or SMS.

Select from Contacts

OR

€ Back

Adding a user to your account is easy. Simply enter their
name below and press the button to request a unigue invite
code. Additionally, you can send this code to them via e-mail

and/or SMS.

Invite User Device

Select from Contacts

OR

User name : Ron

User name : Ron

D Send invite code via e-mail

D Send invite code via text message (SMS)

|95—?5)7405318 |

|¢| Send invite code via e-mail

| ron@example.com |

|¢| Send invite code via text message (SMS)

|98-?9-405318 |

Get Invite Code

Get Invite Code ‘

Figure 134 User Detail

Figure 135 Invite User Screen

Figure 136 Invite User Screen
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10. It will display “Inviting User” activity message. Refer Figure 137.

11. Invite code is generated with a display message to “Notify User” through the chosen mode with
“YES” and “NO” option. Select desired option. Refer Figure 138.

12. It will display added user name in “User Devices” screen. Refer Figure 139.

Sending SMS

> Are you sure you want to send Invite

Code through SMS?
Inviting User...
No Yes

Figure 137 Inviting User Message Figure 138 Notify User

Back User Device

Invite User Device

Add Keyfob

Add user or keyfob to your SR device.

Ron

Thomas iPhone

Select user from the list.

Figure 139 Changed Picture

Note: To add a user, using phone’s contact list, click on ‘Select from Contacts’. The new user’s details will
automatically appear, and the Admin can just click on ‘Get Invite Code’ to add that user to the users list.
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14.2. About User Device

User can view list of all user and detail in “About User Device” screen.

1. From “User Device” screen click on “Ron “. Refer Figure 140.

2. It will display “User Device” screen, Click on “About User Device” option. Refer Figure 141.
3. It will display “About Device” with user’s Smartphone details Refer Figure 142.

Back User Device

Invite User Device

Add Keyfob

Add user or keyfob to your SR device.

Ron

Thomas iPhone

Select user from the list

Back User Device

Name

About User Device

Delete User Device

Back About User Device

USER DEVICE INFORMATION
Type

Description

Model Number

Manufacturer

Figure 140 User Device Screen

Figure 141 User Device Screen

Figure 142 About Device Screen
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14.3. Delete User Device

From “User Device Screen” screen click on “User name (RON) “. Refer Figure 143.
It will display “User Device” screen with all the user options, click on “Delete User Device”. Refer
Figure 144,

3. Itwill display “Removing User” message with “Yes” and “No” button and Click on “Yes”. Click on
“Yes”. Refer Figure 145.

Back User Device Back User Device
Invite User Device Name Ron
Add Keyfob About User Device

Add user or keyfob to your SR device. Deleting User

Delete User Device Are you sure you want to delete User?
Ron

Yes No

Thomas iPhone

Select user from the list.

Figure 143 User Device Screen Figure 144 Admin Screen Figure 145 Removing User

4. It will display “Removing User” activity message. Refer Figure 146.
5. It will display “User Device “screen with list of current User Devices. Refer Figure 147.

Back Aecess Dovice Back User Device
Marfe Ron Invite User Device
About Access Device Add Keyfob

Add user or keyfob to your SR device.

o
s

. Thomas iPhone
Removing Usar

Select user from the list.

Figure 146 Removing User Message Figure 147 User Device Screen

Note: Admin User cannot delete itself.
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14.4. Keyfob

It allows the addition of a Keyfob as another user so it can operate the SR KEELER, a SR KEELER package
may include one or more Keyfob. One Keyfob device can operate up to 4 Locks (SR KEELER).

Blue LED
|

Red LED — - Green LED

Keys for Configuration
and Lock/Unlock operation

Figure 148 Keyfob

The Keyfob must be configured before it can be added as a user. To configure a Keyfob, the Smart phone
and the Keyfob must be within radius of 20 feet from the Lock.
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14.5. Add Keyfob

1. Click on “Users” from Home Screen. Refer Figure 149.

2. It will display “User Devices” Screen with “Invite User” and “Add Keyfob” options. Click on “Add

Keyfob”. Refer Figure 150.

3. It will display “Administrator Details” Screen for user validation. Refer Figure 151.

w Back User Device
Thomas Door

Invite User Device

Add Keyfob

Add user or keyfob to your SR device.

UNLOCK

Thomas iPhone

Select user from the list.

% | N

Settings Devices Users

Back  Administrator Details  Help

EMAIL ID

thomas@gmail.com

PASSWORD

TYPE PASSWORD HERE Show

Forgot Password?

Remember Me \_

Validate Details

Figure 149 Home Screen Figure 150 User Devices Screen

4. Enter Administrator “EMAIL ID” and “PASSWORD” and click on “Validate Details”. It will display

Figure 151 Admin Validation

“Validating Administrator” activity message. Refer Figure 152.

5. It will prompt “Add Keyfob message” with “OK” button, click on “OK” button. Refer Figure 153.
6. It will display “searching for Keyfob” message along with “Red” and “Green” LED indication,

Press and hold any Keyfob button for 5 seconds to configure Keyfob. Refer Figure 156.

Add Keyfob

Click OK. Press and hold Keyfob button
- for & seconds to complete
- configuration
Validating Administrator...

OK

Figure 152 Admin Validate Message Figure 153 Add Keyfob

< Back Add Keyfob

Blinking Red and Green:Keyfob in configuration
mode, connecting with smartphone.

Keep holding the button that will operate the SR
Smart Device.

Searching for Keyfob

Figure 154 Searching Keyfob
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7. When Keyfob is detected the SR KEELER it will display a message “Configuring Keyfob, please

wait” with “Blue LED” indication. Refer Figure 155.

8. Once configured, it will display “Keyfob button is configured” toast message. Refer Figure 156.
9. It will display a message “Keyfob activated to work with this SR KEELER by pressing the button:
Connecting - Blue LED, Unlocking — GREEN LED for 3 second, Locking - RED LED for 3 seconds”

with “OK” button. Refer Figure 157.

£ Back Add Keyfob

SR Device Keyfob @

Blinking Red and Green:Keylob in configuration
mode, connecting with smartphone.

Keep holding the button that will operate the SR
Smart Device.

Configuring Keyfob, please wait AL

~

Registering Keyfob to SR Server...

O

Figure 155 Keyfob Configuring Figure 156 Keyfob Configured

Keyfob Activated

You can use Keyfob to operate Thomas
Door.
LED Indications:
Blue - Connecting

Green (3 Seconds) - Unlocking
Red (3 Seconds) - Locking

OK

Figure 157 Keyfob Button Activated
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14.6. About Keyfob Device
1.

From “User Devices” screen click on “KEYFOB-96235634“. Refer Figure 158.
2.

It will display “User Device” screen, Click on “About User Device” option. Refer Figure 159.
3. It will display “About Device” with Key fob’s details. Refer Figure 160.

Back User Device Back User Device Back Abolit Device
ACCESS DEVICE INFORMATION
Invite User Device Name
Type
Add Keyfob About User Device
Description
Add user or keyfob to your SR device
Delete User Device Model Number
KEYFOB-87965322
Manufactura irst Watc
Thomas iPhone
Select user from the list.
Figure 158 User Device Screen Figure 159 User Device Screen Figure 160 About Device Screen
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14.7. Delete Keyfob Device

1. From “User Devices” screen click on “KEYFOB”. Refer Figure 161.
2. Itwilldisplay “User Device” screen with all the user options, click on “Delete User Device”. Refer

Figure 162.
3. It will display “Removing User” message with “Yes” and “No” button and Click on “Yes”. Refer
Figure 163.
Back User Device Back User Device
Invite User Device Name KEYFOB-87965322
Add Keyfob About User Device
Add user or keyfob to your SR device. De|eting User

Delete User Device Are you sure you want to delete User?
KEYFOB-87965322

Yes No

Thomas iPhone

Select user from the list.

Figure 161 User Device Screen Figure 162 User Device Screen Figure 163 Deleting User Screen

4. It will display “Deleting User” activity message. Refer Figure 164.
5. After that it will redirect to the “User Devices” screen with current User Device list. Refer Figure
165.

Back User Device

Invite User Device

Add Keyfob

Add user or keyfob to your SR device.

.
~

Thomas iPhone
Deleting User...

Select user from the list.

Figure 164 Deleting User Message Figure 165 User Device Screen
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15. Help Option

In this option user can view “HELP” file, Online FAQ, Release Notes, Build Version of the app from
developer option user can enable “Camera”. User can also submit an issue using Submit an Issue feature.

Clear Device log will create all logs generated on your mobile device.

15.1.

Help
Developer Options

Help

When user clicks on “Help” option it shows help file to the user.

1. Click on “Help” option from home screen. Refer Figure 166.

2. Click on “Help” from “Information” screen. Refer Figure 167.

3.

It shows “Help” file. Refer Figure 168.

01.04
Thomas Door

.

Settings

UNLOCK

T f T

Devices Users

Figure 166 Home Screen

Back Information

Help
FAQ
Security and Safety Precautions

Release Note

Developer Options

Submit an Issue

Clear Log File

Back Help

Installation & Registration

H . SR desi

How to install SR Smart app in smart

phone

Register SR Device

Basic Functionality
Operations on SR device

Operation Modes

How to Invite User Device

Other functionality

Development Kit(Dev-Kit) functionality
SR Bridge

SR Bridge with Ethernet LAN/
Connectivity

SR Bridge with CDMA

SR Bridge

SR GDO

ion and Registration

Figure 167 Information Screen

Figure 168 Help Screen
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15.2. Developer Option

15.2.1. Camera Settings

IP Camera support

Camera Type

1. D-Link: Following camera models are supported:

° DCS-942L
. DCS-930L
. DCS-933L
. DCS-2132L

2. Foscam: Following camera models are supported:
. FI8910W
. F18918W

Set up IP camera
Following Information will be required to Set Camera IP

° Camera Type.

° Select camera model

° Enter external (WAN) IP address (Host)
. Enter port number

° Enter User name

. Enter Password

External (WAN) IP address

From PC or Phone, which is connected to same router to which IP camera is connected, open
browser and type.
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Steps to Enable IP camera

1. Click on “Help” option to open “Help” screen. Refer Figure 169.
2. Click on “Developer Options” and it will prompt for “Developer PIN”. Refer Figure 170.
3. Enter default PIN “123456” as Developer PIN. Refer Figure 171.

- Back Information Cancel Developer PIN
Thomas Door

Help

FAQ Enter Developer PIN.

Enter your Thomas Door's Developer PIN to
Security and Safety Precautions continue.

UNLOCK

Release Note

1 2 3
i ABC DEF
Developer Options
4 5 6
GHI JKL MNO
Submit an Issue
7 8 9
PQRS TUV WXYZ
Clear Log File
1 O @
Settings Devices Users
Figure 169 SR App Home Screen Figure 170 Help Screen Figure 171 Developer PIN Input Screen

4. It will display “Developer Options” screen, click on “Camera Settings”. Refer Figure 172.
5. Enable “Camera”, fill all mandatory information, “Save” the settings & return to the Home Screen.

Refer Figure 173.
6.Camera picture will display in “SR App Home Screen”. Refer Figure 174.

¢ Back Developer Options Back Camera Save [—
Thomas Door
Camera O
Camera Settings
Camera Type Foscam
Battery Information
Camera Model Fl8910W
Device Diagnostics Host belwith.com
Port 8456

Configure Automation Test
Username  belwith234b

Password sscsscss

(Hint: Type www.whatismyip.com from your UNLOCK

browser(Safari or Chrome) to get your IP

address) a
T

Settings Devices Users

Figure 172 Developer Option Screen Figure 173 Camera User Input Figure 174 SR App Home Screen
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15.2.2. Battery Information

This option allows user to check the battery status, which includes following options.

Type of battery used (Alkaline, Mains supply)
Total Hours (based on normal use)
Remaining Hours (estimated)

Number of operations performed.

1.  Click on “Battery Information” option from “Developer Option” screen. Refer Figure 175.

N

“Updating Battery Information” activity screen will display. Refer Figure 176.

3.  Detailed battery information will display in the “Battery Information” screen.
Refer Figure 177.

{ Back Developer Options < Back Battery Information
Current Battery
) Battery Alkaline 96% [
Camera Settings .
Total Hours Used 273
. Battery Voltage 8.80
Battery Information
Operation Done 327
. . . Previous Battery
Device Diagnostics
Connecting with Thomas Door Battery Mains
Total Hours Used o}
Configure Automation Test
Battery Voltage 4.10
Operation Done o
Reset Count
Reset Count o}
Figure 175 Developer Option Screen Figure 176 Updating Screen Figure 177 Battery Information

Note: Current Battery level has been always shown on application home page. When battery level
drops to 20%, application starts giving warning by showing battery symbol in red. User is advised to
change battery at that level. Once battery is dropped to 10%, user will not be able to operate SR Keeler

device.

uGoo03
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15.2.3. Device Diagnostics

This option allows user to check diagnostics detail and other problem in SR Device, which includes
following options.

e SR Network Details

e User Details

e Error Details

1. Click on “Device Diagnostics” option from “Developer Option” screen. Refer Figure 178.
“Updating Device Diagnostics Information” activity screen will display. Refer Figure 179.

3. Detail Device Diagnostics information will display in “Device Diagnostics” screen. Refer
Figure 180.

¢ Back Developer Options ¢ Back Device Diagnostics

SR NETWORK DETAILS

Camera Settings Device Is Not In SR Network
SR Network ID Server : N. A.  Device : N. A.

Battery Information
RX Failed Count : 0 Total Count : 0

o
~

Error Code 1 : Thomas Door is not assigned in

Device Diagnostics
SR Bridge.

Connecting with Thomas Door
SR Network Not Initiated

Configure Automation Test
How to assign SR Device to SR Bridge?

USER DETAILS

User ID: ef961106-9671-4587-8443-3671397802b3

Name: Ron

Figure 178 Developer Option Screen Figure 179 Updating Screen Figure 180 Device Diagnostics
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16. SR Portal

SecuRemote® Online allows users to expand the capabilities of SecuRemote® Smart™. This web-based user
management and authorization system lets the SecuRemote® Smart™ Administrator use a computer to
remotely manage users and their access times/days, and to monitor door use. SecuRemote® Online brings
more convenience, control and security to families.

16.1. Sign-In Page

The e-mail address and password you used during registration are required to log-in to SecuRemote®
Online. Your account must have been previously activated via the confirmation link sent to your e-mail.
You can choose to have your password reset by following the “Forgot your Password?” This requires you
to know the e-mail address and last name used to register the account. An e-mail Message is then sent
to you with a link that can be used to complete the password reset. Refer Figure 181 and Figure 182.

P ™ )
SECUREMOTE
SMART \_/

User Login:

Email Address:
! |

Password:

Figure 181 Enter Login ID and Password
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Hi. We noticed you have more than one account registered to this email address.

Please select the account that you would like to manage, below.

Thomas

. thomas(@gmail.com
Use This Account

John Doe

. john.doe@gmail.com
Use This Account

Figure 182 Sign In

16.2. Secure Home Page

Dashboard page will display with recent activities and welcome message. Refer Error! Reference sourcen

ot found..

My Account ~

@

Dashboard

[ = ]
SR Devices

Access Control

a

User Devices

=
Audit Logs

& Welcome

@0 Dashboard

Welcome o your Dashboard. Here you can find quick information at your fingertips

The last few logged events were: & Pending Invitations: Show more €

An event occured for your Thomas Door with Serial Number DOOR-33945445982.

You have 1 pending invitations
The device was unlecked. This event occured about one day ago

Follow this link to see all your invites or to cancel an invite

An event occured for your Tem's Door with Serial Number RASBB47767592276

The device was locked. This event occured about one day ago. UUser Devices: Show more €

An event occured for your Tom's Door with Serial Number RASBBA47767592276 Youhave 2 user devices registered with this account

Follow this link to see them
The device was unlocked. This event occured about one day ago

An event occured for your Thomas Door with Serial Number DOOR-33945445982. & SR Devices: Show more €
The device was unlocked. This event occured about one day ago.

‘You have 2 SR enabled devices registered with this account
An event occured for your Themas Door with Serial Number DOOR-33945445982.

The device was locked. This event occured about one day ago N Bridges: Show more €
An event occured for your Thomas Door with Serial Number DOOR-33945445982.

‘You have 1 Bridges registered with this account
The device was locked. This event occured about one day ago.

Figure 183 SecuRemote® Smart Home Page
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16.3. Add SR Device

First user has to register the device from SecuRemote® Smart™ Online site.
1. Select “SR Device” option and click on “Add SR Device”. Refer Figure 184.

SECUREMOTE

My Account ~
ailin -
&R &8 SecuRemote Devices
Dashboard
The following SecuRemote devices are currently registered your account.
il
[~ ]
SR Devices Instructions:
To add a new device, press the 'Add SecuRemote Device' button below and
k provide the serial number and security token associated with your device. In

Bridges addition, you can enable or disable a device by simply pressing the "Status”

Access Control

D © Add SecuRemote Device

User Devices

button associated it.

L}
=
Audit Logs You do not have any SR Devices at this time. Use the Add SR Devices button above to start adding devices.

Total Entries:

Inuitatinne
https://portal.securemote.com/#Dashboard

Figure 184 All Devices
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2. Requires entry of Serial number, Security token and Name of the SR KEELER and click on “Add SR
Device”. Refer Figure 185.

SECUREMOTE

My Account ~

&= SecuRemote Devices

®

Dashboard The following SecuRemote devices are currently registered your account.
= Instructions:
SR Devices To add a new device, press the 'Add SecuRemote Device' button below and
provide the serial number and security token associated with your device. In
m addition, you can enable or disable a device by simply pressing the "Status"
B:dgeﬁ button associated it.

Access Control © Add SecuRemote Device

0

Please complete this form to register a new SecuRemote device to your account:
User Devices
Name: Serial Number: Security Token:
Audit Logs ‘ | | ‘
Please provide a name for this The serial number may be found The security token may be found
device. This name will enly be either on the preduct itself or the either en the product itself or the
D shown in your device listing packaging that came with it. packaging that came with it.
Invitations

Figure 185 New Device Registration
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16.4. All SR Devices

All

devices belonging to the account are show in “SR Devices” screen. Refer Figure 186.

SECU-IMOTE

Help ~ My Account ~
silin :
R ss SecuRemote Devices
Dashboard
The following SecuRemote devices are currently registered your account
]
— Instructions:
SR Devices . .
To add a new device, press the 'Add SecuRemote Device' button below and pravide the
\ serial number and security token associated with your device. In addition, you can enable
b) or disable a device by simply pressing the "Status” button associated with it.
Bridges
User Devices
Name = Device Name ~ Serial Number ~ Status Remove
H
1 Thomas Doo Keeler Door DOOR-33945445982 © W
Audit Logs
Total Entries

Figure 186 All Devices

uGoo03
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16.5. Invite a New User Device

Enter user name in the “Name” field and Click on “Request Invite Code”. You cannot enter a user with a
name that already exist. Refer Figure 187.

SECUREMOTE Help - My Account -

® O User Devices

Dashboard
The following user devices are currently associated with your account.
[~ ]

SR Devices Instructions:

A\

Bridges

n &+ Invite User Device

Access Control

0

User Devices

To invite a new user device, press the "Invite User Device" button below.

You do not have any user devices registered at this time. Press the invite user devices button above to start inviting devices.

f— Total Entries:
T
amm

Audit Logs

Q

Invitatinne
https:// portalsecuremote.com/#/Dashboard

Figure 187 Invite a New User
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New screen will show generated invited code and confirmation message will appear right hand bottom

corner. Refer Figure 188.

Dashboard

]
[ — ]
SR Devices

N

Bridges

Access Control

0

User Devices

)
Audit Logs

My Account -

0 User Devices

The following user devices are currently associated with your account

Instructions:

To invite a new user device, press the "Invite User Device' button below:.

Inviting a user device involves is performed with the help of an invite code. The recipient will be prompted to pravide the invite cade after installing the SecuRemote Smart app on

their user device. Please use the form below to generate an invite code

Name: Email: (optional)

This is the name of the person whowill operate the  Please provide the recipient's email address if you
user device and will be shown in your user device would like for us to send them an email on your
listing. behalf.

You do not have any user devices registered at this time. Press the invite user devices button above to start inviting devices

Total Entries®

Figure 188 User Invitation
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16.6. All Users

1. The account administrator cannot be removed from the account.

2. Clicking on the user’s name brings up the “Edit user” dialog.

3. Security Link is an advanced security feature that allows the SecuRemote® Online service to
uniquely identify a user’s smartphone. When a SecuRemote Smart™ app is run for the first time
it generates a unique security token, a large random number that it sends to SecuRemote® Online
every time an authorization request is made. This token must match the one used on previous
requests in order for the request to be authorized. This ensures that no other smartphone can be
used to initiate an authorization request on behalf of that user. Refer Figure 189.

SECUR-MOTE

Help ~ My Account ~
0 User Devices
Dashboard
The following user devices are currently associated with your account.
alin
— Instructions:
SR Devices . )
Toinvite a new user device, press the "Invite User Device' butten below.
B\
Bridges
Access Control
D Name ~ Description = Manufacturer = Model Number ~ Remove
User Devices Thomas iPhone 45 Apple 921 i}

Total Entries:
1
Audit Logs

Figure 189 All Users
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16.7. Audit Logs

1. Audit log entries are shown in UTC by default on all accounts since it’s possible that they have

multiple devices in different time zones.
2. Audit logs are maintained for 365 days, the maximum length, by default for each account. The

user can reduce this to as little as 7.

3. Downloading the logs in Excel, CSV or XML format will download the entire audit log history. It is
not affected by the filters used on the table above. Refer Figure 190.

SECU=I MOTE

@

Dashboard

]
-
SR Devices

N

Bridges

Access Control

0

User Devices

Audit Logs

= Audit Logs

All activity, related to your SecuRemote devices, is retained for up to one year

Please use the grid below to view your audit logs.

Serial Number

DOOR-33945445082

RASBB47767592276

RASBB47767592276

DOOR-33945445982

DOOR-33945445982

DOOR-33945445082

DOOR-33945445082

DOOR-33945445082

DOOR-33945445082

DOOR-33945445982

« 17300

SR Device Name ~

Thomas Door

Tom's Door

Tom's Door

Thomas Door

Thomas Door

Thomas Door

Thomas Door

Thomas Door

Thomas Door

Thomas Door

Result

Device unlocked

Device locked

Device unlocked

Device unlocked

Device locked

Device locked

Device unlocked

Device unlocked

Device locked

Device unlocked

Created

about one day ago
about one day ago
about one day ago
about one day ago
about one day ago
about one day ago
about one day ago
about one day ago
about one day ago

about one day ago

Help ~

Show More/Less

Show More €
Show More €
Show More €
Show More €
Show More €
Show More €
Show More €
Show More €
Show More €

Show More €

My Account ~

Total Entries

Figure 190 Audit Logs
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16.8. Register SR Bridge

1.

Enter valid Serial number and click on Register SR Bridge.

2. Before registering the bridge user has to make sure bridge is powered on. It has to be connected
with router through RJ 45 LAN cable in case Ethernet Bridge. Refer Figure 191 and Figure 192.

SECUR-MOTE Help ~ My Account +
R N Bridges
Dashboard
The following SecuRemote bridge devices are currently registered to your account.
= Bridges devices allow for remote operation of other SecuRemote devices. If you have
L registered any SecuRemote devices that act as bridges, they will be shown here
SR Devices
.\ Instructions:
B) You can register a new bridge device by pressing the 'Add Bridge" bution below. You can
Brid
M configure the devices associated with a bridge by clicking on the bridge's name
Access Control
User Devices
-— You de not have any bridges at this time. Use the Add Bridges button above to start adding Bridges
Audit Logs
Figure 191 New SR Bridge Registration
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@

Dashboard

[ —
SR Devices

N

Bridges

Access Control

aQ

User Devices

-
Audit Logs

N Bridges

The following SecuRemote bridge devices are currently registered to your account
Bridges devices allow for remote operation of other SecuRemote devices. If you have

registered any SecuRemote devices that act as bridges, they will be shown here

Instructions:
You can register a new bridge device by pressing the "Add Bridge" button belew. You can

configure the devices associated with a bridge by clicking on the bridge’s name
© Add Bridge

Name ~ Device Name ~ Serial Number ~

By Bridge SRB-337869453596

My Account ~

Remove
@

Total Entries:

Figure 192 New SR Bridge Registration
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16.9. Configure SR Bridge

Click on SR Bridge Name to assign SR Bridge to SR Keeler. Refer Error! Reference source not f

ound..

My Account -

SECUREMOTE

Dashboard Name Description
Default This rule provides access to all SR devices. Modify or delete
i_ Access Rule  this rule to restrict access.
[ =]
SR Devices

admin rights  Giving admin to rights

A\
Bridges Update Bridge Information

n Please use the forms below to configure which SecuRemote devices are to be operated by this bridge.
Access Control
D % Current Assignments + Assign SecuRemote Device
User Devices
Assign a SecuRemote device to thig bridge:
L]
=
Name: Description:
Audit Logs )
Door 968 v ‘ New Mortise Lock | © Add SR Device
Invitations

https://portal.securemate:com/#Dashboard

Figure 193 Manage SR Keeler
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Please click on “Add SR Device” button which you want to Configure and confirm. Refer Figure 194.

SECUREMOTE

Dashboard Name
Default
silin Access Rule
[~ ]
ST admin rights

Access Control

0

User Devices

Audit Logs

[»]

Invitations | |

s Update Bridge Information

n Please use the forms below to configure which SecuRemote devices are to be operated by this bridge.

My Account -

Description

This rule provides access to all SR devices. Modify or delete
this rule to restrict access.

Giving admin to rights

Are you sure you want to assign the SecuRemote
device: Door 968 to this bridge?

¥ Confim @ Cancel

Figure 194 Manage SR Keeler
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Selected device’s name will show in Current Assignments list. Refer Figure 195.

SECUR:MOTE

@

Dashboard

alsin
[ =]
SR Devices

N

Bridges

Access Control
User Devices
-

-
1
Audit Logs

N Bridge Information - Bridge

This bridge is currently associated with the following rules

Name Description

Default Access  This rule provides access to all SR devices. Modify or delete this rule
Rule 1o restrict access.

This SecuRemote device does not have any subscription notification events associated
with it

Update Bridge Information

Please use the forms below to configure which SecuRemote devices are to be operated by this bridge

% Current Assignments + Assign SecuRemote Device

Help ~

My Account ~

SecuRemote devices assigned to this bridge: (1)

Name Serial Number

Thomas Door DOOR-33945445982

Remove

i}

Figure 195 Manage SR Keeler
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16.10. Dashboard Option

This screen shows recent activities. Refer Figure 196.

@R

Dashboard

ailia
[ — |
SR Devices

N

Bridges

Access Control

0

User Devices

Audit Logs

& Welcome
@ Dashboard

Welcome to your Dashboard. Here you can find quick information at your fingertips

The last f

gged

An event occured for your Thomas Door with Serial Number DOOR-33945445982

The device was unlocked. This event occured about one day ago.

An event occured for your Tom's Door with Serial Number RASBB47767592276

The device was locked. This event accured about one day ago.

An event occured for your Tom's Door with Serial Number RASBB47767592276

The device was unlocked. This event occured about one day ago

An event occured for your Themas Door with Serial Number DOOR-33945445982

The device was unlocked. This event occured about one day ago

An event occured for your Thomas Door with Serial Number DOOR-33945445982.

The device was locked. This event accured about one day ago.

An event occured for your Themas Door with Serial Number DOOR-33945445982

The device was locked. This event accured about one day ago

& Pending Invitations

You have 1 pending invitations.
Follow this link to see all your invites or to cancel an invite

] User Devices:

You have 2 user devices registered with this account.
Follow this link to see them

& SR Devices:

You have 2 SR enabled devices registered with this account.

N Bri

You have 1 Bridges registered with this account

My Account -

more €

Show more €

Show more €

more €

Figure 196 Dashboard
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16.11. Invites Option
This screen shows invitation send by users. Refer Figure 197.

SECUR: MOTE

&R &2 Invites

Dashboard
The following invitations are pending and have not been accepted yet. You may cancel an
il invitation, or resend the invite code, by pressing the appropriate button associated with it.
[ —
SR Devices
N
Bridges
Name ~ Email ~ Invite Code ~ Resend Invite Code
&) Devid No email address associated with invite X8CS71T8 No email available

Access Control

aQ

User Devices

Audit Logs

Help ~ My Account -

Cancel Invitation

Total Entries:

Figure 197 Invite Screen
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16.12. Enable Push Notification

Push notification feature allows you to be notified when SR Keeler is operated.

Go to Notifications = Create New Notification = Choose an SR Device = Select events to subscribe 2>
Choose a User Device you want the notifications to go to.

SECU~ MOTE

@

Dashboard

]
[ —
SR Devices

N

Bridges

Access Control

0

User Devices

Audit Logs

ﬁg Create a Notification Subscription

This is where you can set up a subscription to a notification so that you can be notified

when an SR Device is operated
Instructions:

Choose an SR Device to begin

Choose which SR Device you want to see notifications for.

1 Choose an SR Device.
Bridge SRB-337869453596

Thomas Door DOOR-33945445982
Choose What events you want to be notfied about.

2 Subscribe to events

Unlogk v
Lock v

Click on the user devices you want the notifications to go

1

Help ~

My Account -

Figure 198 Push Notification
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17.

Remote Mode

This operation mode facilitates user to operate his/her Keeler device from any location using mobile
internet and SR Bridge. You have to have SR Bridge or SR GDO (with CDMA) which enables your Keeler

device to communicate over the internet. Please refer Register SR Bridge and Configure SR Bridge for
more detail.

17.1. Lock Operation

1. Click on “Lock” button from Home Screen. Refer Figure 199.

2. “Safety Warning Reminder” message appears with “YES/NO” option. Click on “YES” option.
Refer Figure 200.

3. Request sent to SR Portal “Toast Message” will appear. Refer Figure 201.

I 87% y Y
SR Smart - V 01.03.01
Thomas Door e

SR Smart - V 01.03.01

Thomas Door

Settings | Devices Users |

10:13 AM

n 87%

Remote Mode

Would you like to lock Thomas Door
remotely?

UNLOCK
UNLOCK

Request sent to SR Server.
Please wait, this might take a
few seconds

Settings Devices

Figure 199 SR App Home Screen Figure 200 Safety Warning Message Figure 201 Request Sent to SRO

4. “Lock” operation successfully performed message will appear. Refer Error! Reference source n
ot found..

5. “Locked” status symbol will appear after the SR KEELER is “Locked” successfully. Refer Error! R
eference source not found..

uGoo03
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" 87%
SR Smart - V 01.03.01

Thomas Door

Success

Lock operation is performed UNLOCK
successfully

OK

Settings Devices Users
Figure 202 Success Message

Figure 203 Home Screen
17.2. Unlock Operation
1. Click on “UNLOCK” button from Home Screen. Refer Figure 204.

“Safety Warning Reminder” message appears with “YES/NO” option. Click on “YES” option.
Refer Figure 205.

Request sent to SRO “Toast Message” will appear. Refer Figure 206.
N 87%

SR Smart - V 01.03.01

Thomas Door

95%
SR Smart - V 01.03.01

Thomas Door

Remote Mode

Would you like to unlock Thomas Door
remotely?

UNLOCK UNLOCK

Request sent to SR Server.
Please wait, this might take a
few seconds

1

Settings Devices Users

Settings Devices

Figure 204 Home Screen Figure 205 Safety Warning Message Figure 206 Toast Message

4. “Unlock” operation successfully performed message will appear. Refer Figure 207.
5. “Unlocked” status symbol will appear after the SR KEELER is “Unlocked” successfully. Refer
Figure 208.
UG003
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Success

Unlock operation is performed
successfully

OK

Figure 207 Success Message

17.3. Status operation

95%
SR Smart - V 01 C
Thomas Door

UNLOCK

1
Settings Devices Users

Figure 208 Home Screen

1. Click on “STATUS” button from Home Screen. Refer Figure 209.

2. “Safety Warning Reminder” message appears with “YES/NO” option. Click on “YES” option.

Refer Figure 210.

3. Request sent to SR Portal “Toast Message” will appear. Refer Figure 211.

97%
SR Smart - V 01.03.01

Thomas Door

95%
SR Smart - V 01.03.01

Thomas Door

UNLOCK Would you like to get status of Thomas UNLOCK

Settings Devices Users

Request sent to SR Server.
Please wait, this might take a
few seconds

Settings Devices

Figure 209 Home Screen Figure 210 Safety Warning Message Figure 211 Request sent to SRO

4, “Success” notification message will appear with “OK” option. Refer Figure 212.
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Success

Status operation is performed
successfully

OK

Figure 212 Success Message

5. If the door is Unlocked, then “Unlocked” will be indicated in Status. Refer Figure 213.
6. If the door is locked, then “Locked” will be indicated in Status. Refer Figure 214.

95% v 87%
SR Smart - V 01.03.01 SR Smart - V 01.03.01

Thomas Door Thomas Door

UNLOCK UNLOCK

Settings Devices Settings Devices Users

Figure 213 Unlocked Status Figure 214 Locked Status
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18. Update the SR Smart® App

18.1. Update the SR Smart® App for iOS Devices

Click on App Stores icon on your Home Screen. Click on “Updates” option in the bottom right corner.
This will display any Apps that have updates available for your phone. To update the SR Smart App,
select the SR Smart® App and click on “Update” option in the upper right corner.

18.2. Update the SR Smart® App for Android Devices

Update the SR Smart® App by setting your Android up for automatic updates. Click on the Android Play
Store icon from your Home Screen. Click on “SR Smart®” and select “Allow Automatic Updating”.
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19. Remove the SR Smart® App from your Smartphone

e ForiOS
1. Tapand Hold on SR Smart App icon.
2. Click on Cross.
3. Message appears on screen with “Delete” and “Cancel” option.
4. Click on “Delete” option.

e For Android
1. Goto phone “Settings”.
Click on “Application manager” option.
Select SR Smart app.
Click on Uninstall.
Message appears on screen with “Cancel” and “Uninstall” option.

ok wWwN

Click on Uninstall.
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20. Factory Reset

The user can set all parameters to Factory Reset default by pressing and holding the Factory Reset button
for 5 seconds or more, located inside the side panel unit of the SR KEELER. You need to open this panel as
shown in figure and press the button inside it. The user will need to remove the cover to access this button.

Figure 215 Side Panel

Caution: Factory Reset will remove all users from the SR Keeler.
Note: Manual factory reset will keep one audit log for the same and user will get that log when he/she
pair with SR KEELER first time after factory reset.
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21. SR Keeler LED Indication

SR.# Event DESCRIPTION
Once Red LED blink then Green Solid LED for 2 seconds
1 Power ON then play Buzzer for 1Seconds-> 1 Second delay-> Play
Buzzer for 1 seconds
Factory Reset 3Times Red LED blink (500 ms interval)
Pair Three times Green LED blink and “Door is paired”
Green solid LED up to operation finished then play
4 Lock . .
buzzer 2 times with 1 second delay between them
5 Unlock Green solid LED up to operation finished then play
buzzer 2 times with 1 second delay between them
6 Auto Lock Green SO|I.C| LED l.Jp to operation finished then play
buzzer 2 times with 1 second delay between them
7 Status Green led blink once
Red solid LED display for 2 second and Twice Red LED
8 Lock Error Blink again then play Buzzer 2 times with 1 second
delay.
Red solid LED display for 2 second and Twice Red LED
9 Unlock Error Blink again then play Buzzer 2 times with 1 second
delay.
Deadbolt
Jammed Red solid LED display for 2 second and Twice Red LED
(Current . . . .
10 . Blink again then play Buzzer 2 times with 1 second
status is dela
Unlock and do v
Lock)
11 BIuetoo‘Fh Blue LED Blinks till connection drops
connection
12 DFU Mode Green solid LED display Blue LED Blinks till connection
13 Auto Lock play buzzer for 1 second first then Green solid LED
Activated display then
14 Auto Lock Red solid LED display for 2 second and Twice Red LED
expired Blink
Red solid LED display for 2 second and Twice Red LED
15 Low Battery Blink again then play Buzzer 2 times with 1 second
delay.
Table 5 SR Keeler LED Indication
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22. Keyfob LED Indication

Blink Red, Blue and Green
simultaneously 1 time

Blink Red and Blue LED till connection
with Smart phone or Configuration
mode timeout (30 seconds)

Blue LED blinks continuously until

disconnection from Smart phone

Blink Green LED three times

Red LED blinks twice

Green LED blinks until operation is
completed

nw W W T @
o
(1]
o
Q
>
o
(0]
=
(1]
0]
S
—
m
O
=
5
=~
(%]
(%
=
3
0]
(%]

Red solid for 3 seconds

Red LED blinks 2 times

Red LED blinks 3 times

Red LED blinks 5 times

Table 6 SR Keyfob LED Indication

SR.# EVENT

1 Keyfob Power ON.

2 Press and hold any key for
more than 5 seconds.

3 connected with smart
phone

4 SR keyfob configured
successfully

5 SR keyfob configuration
failed

6 Press button to
operate(open/close)

7 Out of Bluetooth range

8 Notification error

9 Operation successful

10 User Not found

11 Session ID mismatch

12 Pairing Fail LED

13 Operation timer expired

14 Switch error in SR device

16 Advertisement error

17 key not configured with 2
any SR device

18 Error in connection

19 Low Battery indication

uGo003
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23. Frequently Ask Question

Please refer https://portal.securemote.com/#/Faq for latest FAQs
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24. Contact Detail

Delphian Systems, LLC.

975, Weiland Road, Suite 150,

Buffalo Grove, IL 60089

Phone: +1-847-305-8076

Fax: +1-847-410-1015

Website: www.delphiansystems.com

Technical Support: support@delphiansystems.com
Sales Contact: www.delphiansystems.com/contact
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